Appendix L: Glenview State Bank Prototype





L.1 Purpose





The Glenview State Bank Prototype was designed to test the basic functionality of the BIPS protocol and communications between a BIPS Client frontend, the BIPS Server system, and a legacy bank payment system. The Glenview working prototype also provided an initial demonstration of a business use of a BIPS platform. In addition, this prototype was proposed in order to show that a BIPS platform could be built with off-the-shelf components and at an acceptable cost. The Glenview working prototype has successfully demonstrated that BIPS can be used by any institution, not only very large ones, unlike some other electronic commerce standards.


L.2 Participant Background





Glenview State Bank (GSB) is a principal member of the FSTC and a member of the BIPS Project Team. GSB is a community bank located in the northwest suburbs of Chicago, Illinois. The bank has five locations and, at this writing, about $530 million in assets. GSB has long been a significant user of technology in addition to providing traditional community bank services. For example, GSB was an early adopter and successful user of client/server-based check image technology. Although the FSTC banking membership is dominated by large institutions, GSB felt that the use of technology, especially electronic commerce technologies being pursued by FSTC projects, was not strictly limited to those large banks. It was GSB's hope that it could demonstrate the use of "high technology" in a smaller institution through its participation in FSTC projects and also provide the FSTC with a different perspective. GSB has been a member of the BIPS project since early in the project development process and well before the project was "officially" initiated. 





The other participant in this BIPS working prototype is Cummins-American Corporation. Cummins-American is a holding company containing GSB and Cummins-Allison, a manufacturer of banking equipment. Cummins-American is also located in the northwest suburbs of Chicago, Illinois. 


L.3 Prototype Architecture





The GSB working prototype is a demonstration of an E-mail-based client system forwarding payment requests to a BIPS Server system. The type of request designated for the Glenview working prototype was a push transaction, in which the originator of the payment requests that funds be moved from their account to the account of the entity receiving the payment. (In a pull transaction, the receiver of the payment initiates the request. Push and pull are described in detail in Sections 3.2.2.1 and 3.2.2.2 and are defined in Appendix A.) The components of the Glenview working prototype were:





Operating Environment. All components of this BIPS prototype ran in a Microsoft Windows environment, either Windows 95 or Windows NT 4.0. All hardware was Intel based.





Client System. The client system for this working prototype was based on E-mail. The client software was written in Visual Basic. The client created E-mail messages that were sent via the Internet to the server system. Security for the client system was provided by digital certificates that were stored on smartcards and then interfaced into the client system. Datakey provided the smartcard system. BIPS messages were encrypted for transmission between the BIPS Client through the Internet to the BIPS Server, using SMIME, encoded by the Entrust Lite client application.





Server System. The first BIPS Server system was designed to test basic processing of the BIPS message (i.e., receipt, validation, response, and translation to bank systems format). The server system was written in Visual Basic and used the Microsoft Outlook E-mail client as a message receptacle. Once again, smartcards and digital certificates were used for system security, along with data encryption using Entrust Lite.





Legacy System. This system was designed to create valid ACH transactions that could then be processed by GSB's mainframe processing system.


L.4 Prototype Narrative





Note: The purpose of this section is to provide a "diary" of the Glenview working prototype. By providing a sense of what worked and what didn't, this section may assist others who are implementing or developing a BIPS-based system.





As work proceeded on the BIPS project, the BIPS Project Team realized that there were two possible approaches to using working prototypes. First, the team could wait until all work was done on the specification and protocol and then build the prototypes based on this information. Second, the team could build the prototypes while the specification and protocol were still a "work in process" and use the experience of the working prototypes to feed back into the specification. The project team chose the second alternative. Since the process envisioned for BIPS was relatively new, the team was not confident that it could cover all of the possible implications of BIPS without having the benefit of some "real" development work to test the concepts. For this reason, the team decided to proceed with the prototypes, realizing that at least some of this work would probably end being "thrown away.” 





GSB volunteered to work on the first prototype, and work started early in the summer of 1997. The original concept for the working protptype was to use BIPS to pay invoices for the suppliers of a business using the push model. We (GSB) enlisted the help of Cummins-Allison, our sister company under the Cummins-American umbrella. Since we are closely aligned, we felt that this would eliminate some work that would be needed in the area of selecting an appropriate prototype participant and some of the legal concerns that would be involved. After several months of work, Cummins-Allison unfortunately found it necessary to drop out of the prototype project. This happened late in the summer of 1997. Fortunately, we were able to simply move the prototype project up one level to the holding company, Cummins-American. Because of the nature of Cummins-American, however, we found it necessary to change the business focus of the working prototype as well. We decided to use the prototype to pay investor dividends rather than suppliers. This allowed us the advantage of dealing with "payment receivers" who we knew, thus giving us more control over the entire process for testing and analysis. In addition, since some of the investors lived outside the Chicago area, it allowed us to demonstrate BIPS by generating ACH transactions that would be routed through the Fed clearing system. 





Work on the technical aspects of the system proceeded for several months. In order to concentrate specifically on the aspects related to the processing of the BIPS request through to the back-end legacy system, we decided to temporarily forego full implementation of some aspects of the overall BIPS architecture. For example, "full BIPS" includes an interface to a digital certificate validation system in order to verify identity. Rather than attempting this, we decided to manually generate the certificates and validate them within the server program. The certificates were loaded onto smartcards to demonstrate the use of smartcards in this environment. The messages were encrypted using Entrust Lite. For expediency sake, the initial prototype did not have the advantage of a Public Key Infrastructure developer's toolkit, which would have enabled Concept Five Technologies (the BIPS prototype developers and security integrators) to integrate digital signatures more seamlessly into the BIPS Client and server. Instead, we opted to just call the Entrust program directly, which led to some less�than�desirable user interface results but got the job done. (The user was required to enter the Entrust password whenever the Entrust program was activated, which happened several times during the process of creating the E-mail message). We originally attempted to interface the client system directly to an E-mail system, Microsoft MSMail, using the Outlook client. After several attempts to do this failed, we opted to redevelop this section of the client to instead create the messages directly and use Outlook to receive the messages on the server end. 





For this working prototype, we decided to limit the BIPS Server to generating ACH transactions rather than the more flexible set of payment alternatives that BIPS is designed to support. A good deal of time was spent dealing with the unique demands of the GSB ACH system, which runs on the GSB mainframe system. In addition, we decided to implement only the Payment Request message for our tests, although BIPS also supports other messages. Several rounds of tests were conducted until, late in November of 1997, several "live" transactions were generated that resulted in crediting accounts both within GSB and outside of the Chicago Fed district, which meant that the ACH transactions were routed through the Fed clearing system. We were able to validate the process all the way, up to and including posting to the proper accounts.


L.5 How It Works





Figure L.1 depicts the general flow of data in the Glenview Prototype. As shown in the figure, Cummins-American determines the amount to be paid to the shareholder. This information is entered into the BIPS Client being used for the working prototype. The client system processes this information and creates an E-mail message containing the BIPS protocol data for this payment. The E-mail is sent onto the Internet and is received by the GSB E�mail system. The E-mail message containing the BIPS protocol data is directed to an E-mail address specifically set up for the BIPS tests. The protocol data in the E-mail is extracted, parsed, and processed. In the case of this prototype, the payment data is translated into a valid ACH transaction file that is then forwarded to the GSB mainframe ACH system for standard ACH processing. Depending on the location of the account to be credited, either an in-house account is credited or the ACH credit is routed to the Fed for routing to the proper receiving bank. The Cummins-American shareholder is notified of the credit by traditional means (i.e., by periodic statement or through an online access system such as PC banking or phone banking).
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Figure L.1 Overview of the Glenview State Bank Prototype.





L.6 Lessons Learned





The main impact of the GSB tests on the BIPS protocol was that the protocol was expanded to allow for more flexibility. As originally designed, the protocol would support one request per message, which did not make the best use of the ACH system. By allowing multiple requests per message, the BIPS protocol now allows for further business uses, such as payroll processing or batching of payment requests for a variety of reasons. Processing within BIPS was accomplished pretty much as planned, with little operator interaction required. However, once BIPS created the ACH transaction file, GSB did not have a seamless interface to the legacy application. This gap was bridged by manually copying files to move the BIPS requests to the legacy system. This interface to legacy systems will be an issue in any future BIPS implementation, especially where BIPS is being used with real-time online systems. 





Another lesson learned is that special attention needs to be paid to any unique needs of the legacy system. The developers probably spent as much time altering the request processing to meet the needs of the GSB ACH system as on anything else; even the ACH transactions are of an industry-standard format. The ACH rules allow enough flexibility that some time needs to be spent in any BIPS implementation determining how specific ACH transaction data fields are being used in each financial institution. This will most likely be true of any payment mechanism used.


L.7 Plans





As of this writing (April 1998), Phase 2 of the Glenview working prototype is being constructed. The server is being redeveloped in Java and will support the following:





the full BIPS message set,


better integration with the data encryption engine,


use of a digital certificate management system,


batching of payment requests, and


implementation of the BIPS Event Log, which was still under consideration at the time that the original prototype was constructed.





Corresponding changes are being made to the client system as well. When completed, the Phase 2 system will provide the basis of a reference implementation that will be made available to the public for the purposes of further demonstrating the BIPS platform and providing a place where other BIPS implementations can be tested.
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